
CYBERSECURITY
DEVELOPING A PLAN



The Threat 
Landscape From 
2021



Ransomware attacked 
3 out of 4 organizations 
worldwide.

SECURITY STATS FROM 2021

9 out of 10 
organizations 
acknowledge they 
have been subjected 
to email threats.

When faced with a 
ransomware attack, 64% 
of companies paid the 
ransom, yet 40% failed to 
recover their data.

Source: Mimecast
https://www.mimecast.com/state-of-email-security/



85% of ALL 
breaches involved 
a Human Element

SECURITY STATS FROM 2021

Human Element Other

Source: Verizon 2021 Data Breach Investigation Report
https://www.verizon.com/business/resources/reports/dbir/



61% of ALL 
breaches involved 
credentials

SECURITY STATS FROM 2021

Credentials Other

Source: Verizon 2021 Data Breach Investigation Report
https://www.verizon.com/business/resources/reports/dbir/



Why is this 
happening?



Financial 
Theft
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Financial 
Theft

Espionage

Fraud

Copyright 
Infringement

CYBERCRIME GOALS



Who is 
behind it?



External 
Threats

Traditional “bad guys”

THE ‘WHO’



External 
Threats

Internal 
Threats

Traditional “bad guys” People in your company
• Sometimes ill-intentioned
• Other times acting in ignorance 

and creating vulnerabilities

THE ‘WHO’



How are 
they 
attacking?



• Ransomware
• Phishing
• Data Collection & 

Exfiltration
• Malware

• Viruses
• Worms
• Trojan Horses

• Password Breaches
• Insider Threats

THE ‘HOW’

• Endpoint-Delivered 
Attacks
• Man-in-the-Middle 

(MitM) Attacks
• Denial-of-Service 

Attacks
• Structured Query 

Language (SQL) 
Injections
• Zero-Day Exploits
• DNS Tunneling



Why does it 
matter?



With a breach, there’s 
so much at stake.

THE PROBLEM



With a breach, there’s 
so much at stake.
Breaches are expensive:
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THE PROBLEM



THE PROBLEM 

Breaches are expensive. 
Cost Derived From:
• Stolen money
• Higher insurance rates
• Fines
• Hurt reputation 
• Drop in sales
• Drop in stock value

• Staff time spent recovering from 
breach instead of on typical job duties



Bottom line: 
Everyone needs 
cybersecurity.



And it’s not surprising-
cybersecurity is not 
one-size fits all.



So how is everyone 
supposed to figure 
it out?



A layered approach:



People Processes Technology

The 3 Elements of a Cybersecurity Plan 



1. PEOPLE 

• People in your company are biggest threat to security



85% of ALL 
breaches involved 
a Human Element

SECURITY STATS FROM 2021

Human Element Other

Source: Verizon 2021 Data Breach Investigation Report
https://www.verizon.com/business/resources/reports/dbir/
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1. PEOPLE 

• People in your company are biggest threat to security
• The reason: social engineering
• It’s everyone’s role to be cyber-secure
• To make everyone effective, proper training must be 

provided – including training on preventing incidents, 
and training on how to address incidents
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2. PROCESSES 

• How a cybersecurity plan is implemented
• Includes activities, roles, documentation, governance, 

policies and managing third parties
• Must be regularly reviewed and updated to keep up 

with new threats and technology
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3. TECHNOLOGY 

• What typically comes to mind when people think of 
cybersecurity

• Web application firewalls, endpoint protection, secure 
email gateways

• Only effective if the people and processes utilize it 
properly 



Where do 
you start?



GETTING STARTED

1. Understand What Is Most Valuable in the Company
• What are you protecting?
• What can you not afford to lose? 



GETTING STARTED

2. Security Assessment 
• Identify critical assets
• Run external vulnerability scan
• Identify and close ports and protocols that shouldn’t be open
• Audit web browsing and application control panels
• Review password and security policies



GETTING STARTED

3. Educate Your Employees and Reduce Credentials
• Have employees strengthen passwords
• Use password manager
• Enable two-factor authentication where possible
• Educate with simulated phishing emails and security 

awareness training
• Deliver short training modules regularly to increase retention



GETTING STARTED

4. Look for and Defend Against Insider Threats
• Restrict privileged user access
• Remove user access from employees no longer at company or 

in same role
• Monitor logins and directory access
• Monitor for rogue network devices
• Enact network and file segmentation to limit access



GETTING STARTED

5. Document Your Policies + Protocols
• Include elements of security
• Keep as living documents – update regularly as new threats are 

identified
• Policies may include:

• Bring-Your-Own-Device Rules
• Passwords and Credential Guidelines
• Internet Usage Restrictions
• Access Controls
• Incident Reporting Procedures



GETTING STARTED

6. Create an Incident Response Plan
• Define responsibilities around security measures
• Develop a business continuity plan
• Establish internal and external communication plans



GETTING STARTED

7. Be Proactive With Your Technology + Consider Some of 
These Solutions Up Front
• Next-gen firewalls 
• Back-up and data recovery services
• Password management
• Multi-factor authentication 
• Patch management
• Phishing prevention tools



How do 
you pay 
for it all?



Covering Costs

Cybersecurity is an investment 
of money and time.
• Risks make it more costly to 

avoid implementing
• External firms can help 

manage costs



In summary …
• Cybersecurity is an important problem that isn’t going away.
• A breach is costly in more ways than one.
• Every organization – small and large – needs cybersecurity.

• But implementation of a cybersecurity plan will look different for everyone.
• With a layered approach (people, processes and technology), your security 

measures will provide exponentially more protection from bad actors.
• Start with identifying what you are protecting, then build out your plan with that in 

mind.
• While costly to implement, cybersecurity is ultimately an investment with benefits 

that outweigh the risks of not having it.



Thank you.


